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l. Introduction

It is widely acknowledged that cross-border
data flows play a key role in boosting our liv-
ing standards by utilizing digital trade, artifi-
cial intelligence, the internet of things, and big
data (to name a few). However, there are also
concerns about privacy violations and online
security issues. In this vein, data consumer
protection has become the center of debates at
several international organizations including
the OECD, USITC, APEC, and UNCTAD and
many countries around the world.

As cross-border data flows have increased by
more than 45 times over the last decade, many
countries including China, Russia, Brazil, In-
dia, Indonesia, Vietnam, etc., have introduced
their own measures to restrict data flows, also
known as “data localization measures” (see
Figure 1). Unlike how these countries enacted
data localization measures, the European Un-
ion decided to effectuate the General Data
Protection Regulations. The EU GDPR applies
to all firms processing the personal data of
data subjects in the EU and also to the pro-
cessing of personal data of data subjects in the
EU by a controller or processor not established
in the EU.
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How can we examine the welfare effects of
the EU GDPR? How about data localization
measures? These kinds of questions are of par-
ticular importance because both the EU GDPR
and data localization measures can affect op-
timal pricing decisions of firms and ultimately
the welfare of trading partners. This article
aims to answer these questions quantitatively.

Figure 1. Cross-border data flows and data
localization measures

Note: The horizontal and vertical axes represent bandwi
dth (terabits per second) and the number of data
localization measures, respectively.

Source: Authors calculations based on Digital Trade Esti
mates Database by the European Centre for In
ternational Political Economy and McKinsey Glo
bal Institute (2016).
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I1. The Model

The main obstacle to quantifying the magni-
tude of welfare changes associated with data
protection regulation (either data localization
measures or the EU GDPR) originates from
the difficulty of modeling data protection
regulation into standard economic models.
Several studies use different models to quanti-
fy the effect of data regulation. For example,
Christensen et al. (2013) use a standard mac-
roeconomic model, the so-called Dynamic
Stochastic General Equilibrium (DSGE) mod-
el, in order to examine the impact of the
GDPR in the EU. Bauer et al. (2014) use the
Computable General Equilibrium (CGE)
model with GTAP 8 in order to study the im-
pact of data localization. Our model is sharply
contrasted with these papers in terms of meth-
odology.

\We set up a quantitative trade model with
data protection regulation in order to examine
the welfare impact of the EU GDPR and data
localization on the global economy in a uni-
fied framework. We chose to build a model
based on the standard trade model with mo-
nopolistic competition and firm heterogeneity
(see, for example, Arkolakis et al. 2012;
Costinot and Rodriguez-Clare, 2014; Melitz
2003). Our reasons were, first, the world is
interconnected via international trade in goods
and services, as is well established in the trade
model, and second, the trade model is useful
in evaluating changes in welfare (in terms of
real consumption).

Consider a world economy comprising N
countries and S sectors. Denote country and
sector as i,je{1,2,..,N} and ske€
{1,2, ..., S}, respectively. Labor is not mobile
across countries. We assume that trade is bal-
anced for the sake of simplicity.
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The representative consumer in country j con-
sumes composite goods and maximizes her
Cobb-Douglas utility function

S
u(@)=] [ e

where Q; is the total consumption in country
j, Qs represents the total consumption of
composite goods in country j and sector s,
and Y5, a;;=1. The composite good is pro-
duced by aggregating a number of varieties via
the constant elasticity of substitution function.

Consider a firm in country i that wants to
produce a variety of products and export them
to sector s in country j. Before entering the
monopolistically competitive market, the firm
has to pay fixed costs in order to draw a
productivity z from a Pareto distribution,
G(z) =1 —27% where 0 is a dispersion pa-
rameter. After a productivity draw, it decides
whether to produce variety or to exit the mar-
ket. If the firm decides to produce, it must then
pay a fixed exporting cost in order to sell
products in country j. Given the quantity de-
manded, the monopolistically competitive firm
solves its maximization problem in the ab-
sence of data regulation.

In the existence of data protection regulation
in country j, the firm in country i faces (pos-
sibly) three additional costs in its exports of
variety to country j. First, the firm faces a risk
of being fined penalties when it violates the
data regulation in country j. The fine, fj;s = 0,
can be imposed on the exporting firm’s reve-
nue, pjsqjs- For example, the EU GDPR
states clearly that firms breaching the GDPR
can be fined up to 4 percent of annual global
turnover or twenty million euros.
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Second, regulation costs, ry; > 1, arise due
to the frictions when complying with data reg-
ulation. For example, an exporting firm might
need additional computing devices and man-
power who can handle country j’s consumer
information, etc. Lastly, an exporting firm

might need to pay extra fixed exporting costs,
8fs = 1, far greater than the usual ones. A
particular example for this is the so-called data
localization requirements demanding foreign
firms to build data facilities/servers. The
aforementioned costs arising from a trading

partner’s data regulation can be expressed

succinctly as the firm’s maximization problem.

_ pjsqjs(pjs) _ rijsxiz;qjs(pjs)

max His(pjs) =
Pjs 1+ fijs Zis
ex gex
— X750
where x!. is production costs in country i’s

sector s and xig is fixed costs incurred to
the country i’s firm exporting to sector s in

country j.

For given fines, regulation costs, and fixed
exporting costs, a trade equilibrium can be
described by bilateral expenditure shares at the
sectoral-level, sectoral-level revenues, and
aggregate income levels, etc. We are interest-
ed in the welfare effect of changes in data reg-
ulation of a trading partner, in particular,
counterfactual changes in fines, regulation
costs, as well as fixed exporting costs from
{Tijs: fijs» 61js} 10 {rijs, fijs 6{s}. In order to
analyze the consequences of such counterfac-
tual changes, we can use exact hat algebra. For
example, X means x'/x and other exoge-
nous variables are defined in the same way.
The system describing the counterfactual equi-
librium can be represented as follows.

Changes in sector-level unit costs (N X S equa-
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tions)

S
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k=1

Changes in sector-level price indices (N x S)

N S
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=1
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Changes in sector-level bilateral trade flows (N x
N x S)
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Changes in sector-level expenditures (N x S)

E
[A f’l' Tf\sﬂ' js 5= ]
s ryj +X Zgzuos% k=1Yj sk Ry Ry ‘
“E. f ToaTy;
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Changes in sector-level total revenues (N X S)

o=t S (14 ) Tt
1s — fis =1 oS 1+f']S]S

ijs

Changes in aggregate total income (N)
—~ S —
Yl = Yi_1 Z 1(1 - yiS)RLSRiS
S=

with our choice of numeraire implying
XY =1. vy, €5, 15, etc., are parameters
calculated by using data from WIOD (see the
next section).

The system of equations showing changes in
trading equilibrium due to changes in data pro-
tection regulation characterize how changes in
data protection regulation affect trading part-
ner’s unit costs, export prices, industry-level
spending and revenues, and ultimately nation-
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al prices and real consumption.

Finally, changes in real consumption (welfare)
can be computed as

Q,
VIE T T, o e \@sTrele
= ,Y; nn(ﬂ]]kR]kE]k Bk)

4. Model to Data

All trade and input-output data used in our
quantitative analysis are from the World In-
put-Output Database (WIOD) for the year
2014, which is the most recent dataset availa-
ble. The WIOD 2014 covers 44 regions: 43
countries and the Rest of the World. In our
study we use two aggregation schemes. We
aggregate all 28 European countries as the EU,
thus we have 16 countries, and the 17th region
is an aggregate of the ROW. Although the
WIOD 2014 covers 56 sectors, we categorize
them into three sectors, namely, agriculture
with petroleum, manufacturing, and services.

I11. Results

Using the model merged with the WIOD, we
show quantitatively that the EU GDPR and
data localization have negative welfare effects
on the global economy including Korea.

1. The EU GDPR

In Figure 3, the upper picture illustrates the
welfare effects of the EU GDPR when the
GDPR changes both regulation costs and fines.
The lower picture corresponds to the upper,
indicating a contour set of welfare changes.
First, we show that an increase in regulation
costs due to the EU GDPR can hurt trading
partners of the EU in terms of real consump-
tion, whereas the EU can benefit from penal-
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ties (imposing fines) against violators provid-
ed the penalty is not too harsh. Intuitive expla-
nations are as follows. The GDPR will lead
non-EU exporters to expend additional costs
when trading with the EU. Firms in non-EU
countries need additional resources including
hiring workers who can handle personal data
in the EU, appointing a data protection officer
(DPO), and so on.

Figure 3. Welfare effects of the EU GDPR on
the European Union and Korea
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Source: Authors calculations.

In addition, they face a risk of being fined
penalties when not complying with the GDPR.
All this contributes to an increase in the price
of goods or services exported to the EU. Thus,
foreign exporters generate less revenues and
incur more costs, lowering their profits. Due to
lower income available economy-wide, for-
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eign countries are worse off in terms of real
consumption due to the EU GDPR. Although
the frictions arising from regulation costs will
also be a burden to the EU, the EU can obtain
revenues by collecting fines from non-EU
countries. This logic can be applied only when
fines are not too strong. Thus, the parameter
space in Figure 3 shows that the EU can bene-
fit from the GDPR in terms of welfare (real
consumption).

Table 1 provides the welfare effects of data
localization measures enacted by China, Rus-
sia, Brazil, India, and Indonesia. Data localiza-
tion measures increase fixed exporting costs
and (ultimately) can hurt trading partners in
terms of real consumption. Foreign firms fac-
ing data localization measures need to spend
additional resources in particular on building
data centers/facilities, thus increasing fixed
exporting costs.

Table 1. Welfare effects of data localization
measures on the global economy

Country Changes in real consumption
Australia -0.13%
Brazil -0.18%
Canada -0.03%
Switzerland -0.04%
China -0.70%
India -0.36%
Indonesia -0.57%
Japan -0.11%
Korea -0.36%
Mexico -0.03%
Norway 0.01%
Russia -0.26%
Turkey -0.15%
Taiwan -0.40%
uU.S. -0.04%
E.U. -0.06%

Source: Authors calculations.

Increased fixed exporting costs lead foreign
firms to set a higher price on goods or services
when exporting to countries that implement
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data localization measures. Thus, foreign ex-
porters are likely to generate less revenues and
incur more costs, lowering their profits. Due to
a fall in income available economy-wide, (al-
most) all countries in the world trading system
are worse off in terms of real consumption.

IV. Concluding remarks

\We study the welfare effect of data protection
regulation quantitatively. Data localization
measures can create additional trade costs,
which can serve as trade barriers for firms in
trading partners that rely on cross-border data
flows. The EU GDPR aims to protect all EU
citizens from privacy and data breaches, lead-
ing the EU to achieve a higher institutional
quality by harmonizing data privacy laws
across the Europe. However, the EU’s
achievements realized by the GDPR may
come mainly at the cost of trading partners
consisting of non-EU countries.

At the World Economic Forum held in Jan.
2019, 76 countries including China, the EU,
and the US decided to launch WTO talks on
electronic commerce. The new rules for elec-
tronic commerce to be discussed at the WTO
cover consumer protection and data localiza-
tion requirements, among many others. The
negotiating process has already started from
March 2019. It is time for policymakers and
international trade economists to think about
how to regulate cross-border data flows more
seriously. Kisp
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